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Description of the Keyless Go / Keyless Entry System:

Keyless Go / Keyless Entry is a keyless (comfort) access system that allows unlocking the vehicle without
actively using a conventional key blade and starting it by simply pressing the start button.

This is made possible by a key that the driver carries with them. Keyless Go / Kole ant is a registered
trademark. Similar solutions are available under various brands in the “How it works” section.

A frequency of 125 or 130 kHz (in Audi and Mercedes-Benz – 20 kHz) is emitted by several antennas
distributed throughout the vehicle. The onboard system then switches to UHF reception mode (in Europe:

433, 434, 868 MHz, in Japan and the USA: 315 MHz) and awaits confirmation. If the key with an RFID
transponder is within range, it receives the 125 kHz signal, decodes it, and actively sends it back with new

encoding via UHF, powered by the battery. The control unit in the vehicle decodes this. Since the Keyless Go
control unit knows both coding tables, it compares its original signal with the newly received one. If no

correct response is received within a certain time, nothing happens, and the system switches to standby
mode. Pulling the door handle has no effect, as the door lock state remains unchanged due to the Keyless

Go system. However, if both codes match, the user is authenticated at that moment, and the onboard
system unlocks the lock, allowing the user to open the door by pulling the handle. Additionally, the vehicle
can be unlocked using the remote control. A mechanical emergency key is also provided, allowing at least

the driver’s door to be opened. Thus, the Keyless Go key for the vehicle consists of a mechanical key, a
battery-powered remote control, an RFID chip, and a battery. In modern vehicles, the electronic key

functions both as a remote control and a transponder, with the mechanical emergency key merely serving as
an attachment on the fob.

The engine start process is essentially similar to the door unlocking process, except that a start/stop button
is used here. The key factor for the function is the keyless control unit’s recognition of the transponder inside

the vehicle. During development, distinguishing between the interior and exterior is one of the most
challenging tasks. This allows the end user to store the key anywhere in the vehicle while ensuring it is

recognized inside the car. Additionally, attention must be paid to ensuring that the key, when outside the
vehicle, is always recognized as external and that the range does not extend too far.

If the owner wishes, the vehicle can automatically lock as soon as the transponder moves out of a specified
range. According to the parameters set in the vehicle, such as size, position, power consumption of the

antennas and electronics, and permissible transmission power, the achievable ranges are small. This effect is
deliberately desired for security reasons. This scenario is the most controversial feature of keyless systems,

which is why automatic locking can be disabled or may not be offered by many manufacturers.

In many vehicles (e.g., Mercedes-Benz S-Class, Toyota Prius, Toyota Yaris HSD, VW Phaeton), the door handle
is equipped with a volume sensor, touch sensor, or a simple push button located on the outside of the door

handle, which must be pressed to lock/unlock the vehicle.

Inside the passenger compartment, a large button resembling a watch is commonly used to start the engine.
It is located on the central console of the vehicle with the inscription “Start | Stop.” Some brands use a rotary

mechanism in the steering column area (such brands include Nissan and Porsche). A flashing turn signal
confirms the locking process during manual activation, similar to a conventional locking system.



Description of the functionality of the repeater
“Relay Attack Unit, KeylessGo Repeater car V.11.1” during the execution of a relay attack, known

as “Relay Attack”:

This is how a hacker attack works via
radio/Relay Station Attack (RSA).

The data thief
transmits the data to
their accomplice (the

car thief).

The car thief receives
and transmits the data

to the vehicle.

Radio keys
(keyless system)

can be read
through doors,
walls, pockets,

and at a distance
via radio signals.

Extended
range radio.

Radio receiver and
radio transmitter.

The vehicle can be
unlocked/started,

moved discreetly, and
stolen.



A clear example of working with a repeater.

The operator of the “Small Block” receives the “LF”
signal from the vehicle and transmits it to the “Large

Block.”

The operator of the “Large Block” receives the signal from
the “Small Block” and transmits it to the vehicle’s key.

The image above shows the system using the essence of the attack on the
“Keyless Go / Keyless Entry” access system and how the signal is relayed with

subsequent user authorization.

In simple terms:
 1. The “LF” antenna of the vehicle intercepts the signal and transmits it to the

large block.
 2. The operator of the “Large Block,” being close to the key (5-10 meters from
the internal antenna), receives an information request from the “Small Block”

and transmits it to the key. This mimics the presence of the key near the vehicle.
 3. The key, receiving the request from the “Large Block,” sends its own signal to

the vehicle on its frequency (315, 433, 434, 868 MHz).
 4. After that, the vehicle receives the correct response from the key, authorizes
the user, in other words, disables the vehicle’s security mode, allowing the door

to be opened and, in other words, the engine to be started.



For a successful attack, several factors must be considered:
 1. The operator of the “Small Block” must have an indication of the signal reception
from the vehicle, which is shown by a blue light indicator when the “Small Block” is in
close proximity to the location where the vehicle’s “LF” antenna is installed (near the

vehicle’s door handle, inside the car interior).
 2. The operator of the “Large Block” must be in close proximity to the vehicle’s key

(within 5-10 meters from the internal antenna of the key).

If this algorithm is followed, everything happens automatically, accompanied by a
light indicator on the “Large Block” during the interaction between the blocks and the

authorization process.

Functional features and characteristics.

Description. Distance.
The minimum distance from the large

block to the key (internal antenna).

The average distance from the large
block to the key (internal antenna). 3-10 meter 

The maximum distance from the large device
to the key (internal antenna). 12 meters

The average distance from the large block key (external
(optional) antenna). 10-17 meters 

1 meter 

The maximum distance from the large block or key
(external (optional) antenna). 25 metrs 

Guaranteed communication range between blocks
1(*).

350 Meters (under any reception
conditions).

Maximum communication range between devices (1*). 600 meters (open field).

The distance from the vehicle to the key that can be
authorized (unlock the car door, start the engine).

250 meters
On average, up to 150 meters.



1* – This is the distance at which you will have a stable connection between the blocks. In
other words, the signal will travel from the small block to the large block in urban

environments with construction, radio interference, and the presence of reinforced
concrete and metal structures during signal relay conditions.

2* – This is the distance at which a one-way low-frequency signal relay from the vehicle to
the key occurs during an attack.

Upon receiving the signal from the “Large Block,” it reacts to the vehicle and grants access.
Therefore, the maximum distance at which the key can reach the vehicle is the distance at

which we can unlock the car and start the engine. The distance at which the key works
with the vehicle depends on various factors, such as the make and model of the car, the
frequency at which the key operates (315, 433, 434, 868 MHz), the key’s battery charge,
etc. On average, if we generalize the statistics, this distance is about 70-150 meters. In
practice, there are several makes and models of cars that can operate even up to 250

meters. Additionally, the higher the key, the farther it will work.

Key search function in the first mode:
In the first mode, immediately after power-on, the continuous search for TOYOTA/LEXUS

keys in the operational area of the “Large Block” begins.
When the key is detected, the “Indication” LED will light up in green, and if there is a built-

in vibrator, the “Large Block” casing will begin to vibrate.

Car brands supported by the repeater:

 • Audi All model < 2023
 • Mercedes All model < 2023
 • BMW Al models E-series, F-series, G-series < 2023
 •MazdaAllmodel<2023
 • Honda Al model < 2023 • Toyota • All models < 2023
 •Lexus All models < 2023
 •Subaru All models < 2023
 •Nissan Al models < 2023
 •Infinity Al models <2023
 •Hyundai Al models <2023
 •KiaAllmodels<2023
 • Porsche All models < 2023
 • Citroen All models < 2023
 • Peugeot Al models < 2023
 • Renault All < 2023
 • Mitsubishi All < 2023
 • Volkswagen Al <2023
 •DodgeAl<2023
 • TESLA Electric Car Model S ONLY!!!
 • and other cars 



Note: The list contains brands that have been personally tested. The
device supports almost all brands equipped with Keyless systems, so

the actual list is much larger.

When purchasing any version, you can remotely activate new features.
These will be reserved in the tool. To do this, you will need to pay the

specified amount for the required function and receive a PIN code for its
activation. Naturally, purchasing additional features will be more
expensive than buying the full version right away. However, some

people may not need all the features, allowing you to save on the cost of
the device and make it more affordable.

Available options:
 1. Vibration when detecting a key within the “Large Block” range

 2. External antenna

Large Block - Operating Modes:
 1. Mode for working with vehicles equipped with Keyless Go system:

 • Toyota all models (2009-2023)
 • Lexus all models (2006-2023)

 • Subaru all models (2008-2023)
 2. “Multi-brand” mode for working with vehicles equipped with Keyless

Go or Keyless Entry systems from other brands:
 • BMW all E-series, F-series, G-series models

 • Mazda, Honda, Acura, Nissan, Infinity, Hyundai, Kia, Porsche, Citroen,
Peugeot, Renault (models up to 2017-2023, Audi up to 2011, Mercedes-

Benz up to 2023)
 3. Mode for working with vehicles equipped with the FBS4 system, Audi

up to 2020 and Mercedes-Benz up to 2023 (opening and starting).
From 2018-2023, only engine start.



After being turned off, the large device turns on in the
same mode it was previously turned off.

Note: The list contains brands that have been
personally tested. The device supports almost all

brands equipped with Keyless systems, so the actual
list is much larger.

When purchasing any version, you can remotely
activate new features. These will be reserved in the
tool. To do this, you will need to pay the specified

amount for the required function and receive a PIN
code for its activation. Naturally, purchasing

additional features will be more expensive than
buying the full version right away. However, some

people may not need all the features, allowing you to
save on the cost of the device and make it more

affordable.

Available options:
 1. Vibration when detecting a key within the

operational range of the external antenna of the
“Large Block.”

Large Block - Operating Modes:
 1. Mode for working with vehicles equipped with

Keyless Go system:



Toyota all models (2009-2023)
Lexus all models (2006-2020)

Subaru all models (2008-2023)

2. “Multi-brand” mode for working with vehicles
equipped with Keyless Go or Keyless Entry systems

from other brands:
 • BMW all models of E-series, F-series, G-series

 • Mazda, Honda, Acura, Nissan, Infinity, Hyundai, Kia,
Porsche, Citroen, Peugeot, Renault (models up to 2017-

2023)
 • Audi up to 2024

 • Mercedes-Benz up to 2023

3. Mode for working with vehicles equipped with the
FBS4 system, Audi up to 2023 and Mercedes-Benz up

to 2023.

After being turned off, the large block turns on in the
same mode it was previously turned off.





“Large Block”

To turn on the “Large Block,” you need to press and hold
the “Function” button and the “Power” button.

 • Simply turning on the power button will start the device in the last selected mode
before it was turned off. (In other words, the device remembers the mode it was
operating in before shutdown, and it will automatically switch to that mode when

powered on.)
 • Mode selection: If you haven’t done this yet, first, hold the “Function” button while

turning on the device with the power button. At the same time, watch the LED
indicator. The number of blinks will correspond to the selected mode. To choose the

desired mode, count the number of blinks.

To activate the required mode, the “Function” button must be pressed.



Имя функции Цвет светодиода Действие

When choosing a mode green 
When selecting a mode

When confirming the mode
selection

Blue 
After selecting the mode

Mode No. 2(Multi-brand)
 • Flashing green
 • Flashing blue

 • Ready for operation
 • Active session

Mode No. 3(Audi - Mercedes)

 • Pink
 • Yellow

 • Light blue

 • Ready for operation
 • Active session

To turn off the device, switch the “On/Off” button to the “O” position.

Example: YOU NEED TO ENABLE MODE #3. To do this, follow these steps:
 1. First, hold the “Function” button (without releasing it).

 2. Then, turn on the device using the power button.
 3. Wait until the LED indicator blinks green three times, and at that moment, release

the “Function” button.
 4. After that, as confirmation, the LED indicator will blink three times in blue

(confirming the selected mode), and Mode #3 will be activated.

Indicator colors and their states:



“Small block”

Power On - Press and hold the “On/Off” button until
the red power indicator LED starts blinking, then

release the button. The confirmation that the device
is powered on will be the constant red light on the

indicator above the button.

Power Off - Press and hold the “On/Off” button until
the red power indicator LED goes out, then release

the button.



Confirmation of device power-on will be the absence of the “red LED”
above the button.

Mode selection – after turning the device on, each short press of the
“On/Off” button will correspond to a mode number. Example: two short

presses - Mode #2 (both mode indicator LEDs are off), three short presses
- Mode #3 (only the yellow LED is on), four short presses.

Working process with the device – first, we need to turn on the “Small
Block” and select the desired mode. Then, while being in close proximity
to the vehicle, bring the device to the location of the “LF” antenna. The
process of receiving the “LF” signal from the vehicle will start, and its

subsequent retransmission to the “Large Block” will turn on the blue LED,
indicating an “Active Session.”

Then:
 • To open the car door, insert your hand into the door handle if it has a
volume sensor, or swipe your finger across the special mark on the door

handle, or press the button on the door handle if present.
 • To start the engine, for an automatic transmission, make sure the gear

lever is in the “P” or “N” position, press the brake pedal, and start the
engine by pressing the “Star/Stop” button.

(For a manual transmission, ensure the gear lever is in neutral, press the
clutch pedal, and start the engine with the “Star/Stop” button.)

LF Antenna Location
Outside the vehicle – near the door handle (95% of vehicles), in some

brands, it is located on the pillar between the front and rear doors (Audi
and Mercedes) or in the middle of the rear door panel (BMW, Porsche,

and some VAG-Group models).



Inside the vehicle – any place inside the car where the
blue LED indicator lights up.

The internal rechargeable battery is charged via a
Micro USB port located at the bottom of the device.

During charging, a “White” LED will light up, and it will
turn off when fully charged. Charging can be done

with any standard mobile phone charger, either from
a stationary power source or a car.

After turning off, the “Big block” and “Small block” will
turn on in the same mode they were in before

turning off.



The external low-frequency antenna is used to increase the range to the key when working
with the “Big block.”

Connected - when the device is OFF, plug the antenna into the port located on the side of
the device (same port used for charging the internal battery).

Disconnected - after turning off the device.
Usage algorithm:

 1. With the device OFF, connect the antenna to the port, straighten it, and give it a roughly
SQUARE shape.

 2. Turn on the device and use it as intended.
 3. Turn off the device, disconnect the antenna.

FEATURES: When working with the external antenna, it must be straightened and shaped
into a SQUARE/RECTANGLE for maximum efficiency.

“Big block” “External antenna”

Precautions: Using and connecting the external
antenna to the device in an incorrect order, or giving
it a different shape, may lead to device damage!!! (In
this case, it will not be covered by warranty repair.)



Warranty obligations: The warranty for each device set is 5 years from the
date of purchase. For warranty repairs, updates, and maintenance, the

integrity of the serial seals on both blocks is required, as well as the model
and hardware version of the device, which is printed on the back of each

unit. Any damage caused by the aforementioned factors is not covered by
warranty.

Refusal of warranty service: If the warranty seals are broken, there are clear
signs of device casing tampering, improper use of the external antenna, or
battery wear, the manufacturer may refuse repair, update, and service of

the device. Any non-warranty repair will be done at the buyer’s expense and
on an individual basis, with specific timelines.

“Package contents:”

Large block
Small block

Charger for large block
Charging cable for large block
Charging cable for small block

External additional antenna

1 piece
1 piece
1 piece
1 piece
1 piece
1 piece (optional)


